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Exhibit 1
Loretto Communication Services, Inc.

STATEMENT EXPLAINING HOW THE COMPANY'S OPERATING PROCEDURES
ENSURE COMPLIANCE WITH THE FCC'S CPNI RULES

L. Customer Proprictary Network Information (“CPNI™)

CPMNI is.defined in Section 222{) of the Commiunications Act ag {A) information that relates
to the quantity, technical configuration, iype, destinationy and amount: of use of 2
telecommunicationg service subscribed to by any gistomer of 3 telecommunications carrier,
and that i3 made available to the carrder by the customgr solely by virtue of the carrier-
customer telationship; ahd (B} information contained 'in the bills pertaining o telephone
exchange service or relephone toll service received by a customer of a carrier {except that
CPNL-does not include subscriber Tist information).

Gengrally, CPNI includes personal information regerding & consumer’s use of his or her
telecomnionications services. CPNI encompasses information such as: (a) the telephone
numbérs called by a consumer; (b} the telephone numbers calling a customer; (¢} the time,
location and dsmatmn of a consumer’s outbound and inbound phone calls, and {d) the
telecommunications and information services purchased by g consumer,

Call. detail information {also known as “call records ") is a category of CPNI that is
particularly sensitive from a privacy standpomnt and that is sought by pretexters, hackers and
ather unauthiorized entities for illegitimate purposes.  Call-detail includes any information
that pertains to the transmission of a specific telephone call, including the nimber called (for
outbound calls), the sumber from which the call was placf;ci (for inbound calls), and-the date,
time, Jocation and/or duration of the call (for all ¢alls),

T1. Use and Disclosure of CPNT Is Restricted

The Company recogiizes that CPNT includes information that is personal and individually
identifiable, and that privacy concérns have led C{}ngress and the FCC to impose restrictions
upos its use and disclosure, and upon the provision of access to'it by individuals or entities
inside and outside the Company.

The Company has desigiisted a CPN1 Compliance Officer who is rgspoasible for: (1
commusnicating with the Company’s attorneys and/or comsultants regarding CPNI
:reﬂpens%ﬁatzes requirements. and restrictions, {2) supervising the training of Company
empk}yees and agents who use or bave aceess to CPNL; (3} supervising the use, disclosure,
distribution or access to the Company’s CPNI by independent contractors and jomt venture
p&ftzf&ers {f’»‘i} mamtammﬁ ‘rﬁcm‘cﬁs t‘egmdmfr {i‘k& e Gf CPRLA m marketmg campmgm and (*3}
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Compiny employees and agents that may deal with CPNI have been informed that there are
substantial federal restrictions upon CPNI use, distiibution and access. I order to be
authorized 10 use or atcess the Company’s CPNI, employees and agents must receive
training with respect fo the requirements of Section 222:of the Communications Act and the
FCCs CPNT Rules (Subpart U of Part 64 of the FCC Rules).

Before anagent; independent contracior or joint venture partner may receive or be allowed to
-accessy or vse the Company’s CPNI, the agent’s,. mdepenéewz contractor’s or joint venture
partner’s agreement with the Comipany must contaln provisions (or the: Company and the
agent, independent conmtractor or joint venture partrier must eafer into an additional
confidentiality agreement which provides) that: (a) the agent, indeperident contracior br joint
venture partner may use the CPNI only for the purpose for which the CPNI has been
provided; (b} the agent, independent contractor or joint venture partner may not disclose or
distribute the CPNI to, or allow ateess to the CPNT by, any other party (unless the agent,

independent contractor or joint venture partner is expressly and spacifically required to do so
by a court order);.and (¢} the agent, independent contractor or joint venture partuer must
implement appropriate and specific safeguards acceptable io the Company to- ensure the
confidentiality of the Company’s CPNL

il Protection of UPNI

1. The Company may, afler recetving an appropriate written request from a customer,
disclose of provide the customer's CPNI to the customer by sending it to the customer’s
rddress or record. Any and all such customer requests: (1) must be made in writing; (2) must
incliude the customer’s correct billing pame and address and telephone number; (3) must
'sg}&mfy exactly what type or{ypes of CPNI must be discl losed or provided; (4) must specify
the'time period for which thie CPNI must be disclosed or provided; and {5) must be signed by
the customer: The Company will disclose CPNI upon affirmative written request by the
customer to any person designated by the customer, but only after the Company calls the
customer™s télephone number of record and/or sends a notification to the customer’s address
of record to verify the accurscy of this request.

2 The Compdny will provide a customer’s phone records or other CPNI to a law
enforcement agency in accordance with applicable legal requirements.

3. Since Devember 8, 2007, the Company refains all customer passwords and “shargd
secret™ question-answer combinations in secure files that may be ateessed onily by authorized
Company employess who need such. information in order fo authenticate the identity of
customers requesting call detail information over the teléphone.

4. Since December 8, 2007, Company employees authenticate all telephone requests for
CPMI ifi the same manner whether or not the CPNI consists of call detail information. That
is, Compdny employees must: (a} be furnished the customer’s pre-established-password (or
correct znswers to the back-up “shared secret” combinationsy, (b) send the requested
‘mformiation to the customer’s postal or dlectronic “address of record” (see definition above),”



or (¢} call the costomer back at the customer’s “telephoie tumber of record” {see definition
above) with the requested information,

If a customer subscribes to multiple services offered by the Company and an affiliate, the
Company is permitted to share the customer’s CPNI regarding such services with its affiliate,
If & customer does not subscribe to any telecommunications or non-telecommunications
services offered by an affiliate, the Company is not permitted to sharé the customer’s CPNI
with the affiliste without the custemer’s conseni pursuant to the appropriate notice and
approval procedures set forth In Sections 64 2007, 64.2008 and 64.2009 of the FOC™s Rules:

6. When an existing customer calls the Company to inguire about or order new, additional or
modified sefviced (in-bound marketing), the Company may use the customer’s CPNI other
thaiy call detail CPNI to assist the customer for the duration of the customer’s call iF the
Company provides the customer with the oral notice required by Sections 64,2008(c) and
$4.2008(f) of the FUC’s Rules and after the Company authenticates the customer,

Since December 8, 2007, the Company discloses or releases call detail information to
customers during customer-initiated telephone contacts only whien the customer provides a
pre-established password,  If the customer does not provide a password, call detail
information is released only by sending it to the customer's address of record or by the
carfier calling the eustomer at the telephone number of record. H the customer iy able to
provide to the Company during & customer-ipitiated telephone eall, all of the call detail
nformation necessary to address a-cusfomer servide issue {i.e., the-telephone number called,
when it was called, and, if applicable, the amount charged f’m the call} without Company
assistance; then the Compsany may teke foutine customer service actions relaled to such
information. (However, under this circumstance, the Company may not disclose to the
customér any call detail informafion about the customer account other than the call detail
information that the customer provides without the customer first providing a password.)

7. The Company hasadopted a policy that it does not ad will not use, disclose, or permit
access to CPNI in connectidn with Company-initiated marketing of services to which a
customer does not already sibscribe from the Company {out-bound marketing).

The Company mdintains appropriate paper and/or electronic records that allow jts
emplovees, independent contractors and joint venture partnery to clearly establish the status
of each customer’s Out-out andfor Opt-In approvals (f any) prior to use of the customer’s
CPNI. These records includé: (i) the date(s) of any and all of the customer’s deemed Opt-out
approvals and/or Opt-in approvals, together with the dates of any modifications or
revocations of stich approvals; #ud (1) the type(s) of CPNI use, access, disclosure and/or
distribution approved by the customer.

9. Before a customer’s CPNI ¢an be used in an out-bound marketing acfivity or campaign,
the Company’s ecords must be checked to determine the status of the customer™s CPNI
approval.  Company employess, independent coniractors and joint venture partoers are
required to notify the CPNI Compliance Officer of any access, accuracy or security problems
they encounter with respect to these records.



If new. additional or extended approvals are necessary, he CPNI Compliance Officer will
determine whether the (Z@mpemy’ﬁ “Cpt-Out CPNI Notice™ or “Opt-In CPNI Notice” must be
used with espect to various proposed ott-bound marketing activities.

10. ‘The CPNI Compliznce Officer will maintain # record of each out-bound marketing
activity ot campaign, including: (1) a description of the campaign; (ii) the specific CPNI that
was used in the campaign; (i1} the date and purpose of the campaign: and {iv) what products
and services were offered as part of the carepaign.  This record shall be maintained for a
minimum of one year.

11, “The Company’s employees and billing agents may vse CPNI to initiste, render, bill and
collect forteleconmminivations seirvices. The Company may obtain information from new or
existing customers that may constitute CPNI as part of applcations or requests for new,

additional or médified services, and its emplovees and agents may use such customer
information (without further customer approval) to initiate and provide the services

Lzﬁmm the Company’s employees and billing agents may use customer service and calling
recods {wzth{mt customer approval): (a) to bill custorers for services rendered to them; (b)
0 investigate and resolve disputes with customers regarding their bills; and (¢) to pursue
legal, arbitration,. or other processes 1o collect late or unpaid bills from ¢ustomers.

12, The Company’s employees and agents may usé CPNI without customer approval to
protect the Company’s rights or property. and to protect users and other carriers from
fraedulent, abusive or Hlegal use of {or subscription to} the telecommunivations service from
which the CPNIis derived.

Because allegations and mvestxgmmm of fraud, abuse and 1I§¢g&i use cons‘c:tut@ very
‘sensitive matters, any access, use, disclosure or disiribution of CPNI pursusnt to this Section
must be expressly approved in advance and in writing by the Company’s CPNI Compliance
Officer.

13, The-Company’s employees, agents, mée;semﬁaﬂt contractors and joit venture partners
may NOT use CPNI to idenfify or track customers who have made.calls 1o, or received calls
from, competing carriers, Nor may the Company’s employees, agents, independent
coniractors or joint veénture parthers use or disclose CPNI for personal reasons or profit.

14, Company policy mandates that files containing CPNI be maintained in & secure manner
suchythat they-cannot be ised; accessed, disclosed or distribited by unauthorized individuals
or it dn unauthorized manner.

15. Paper files vontaining CPNI are kept in secure arets, and may ot be used, removed, or
copied in#n nnauthorized manner,

16. Company employees, agents, independent contractors and joint venture partners are
required to notify the CPNI Lcmpiaanw Officer of any access or sscurity problems they
encounter with respect to files containing CPNL



17. The Company may permit its customers & establish online accounts; but must fequire an
appropriate passwoid to be furnished by the custonier before he or she can access any CPN]
in His or her online account. Since December 8, 2007, passwords saay NOT be based upon
readily obtainable Biographical mformation {e.g., the customer’s name, mother’s maiden
nanfe, sogial security number or date of birth) or account information (ﬁ.g., the customer’s
telephone muimber or address).

18. Since December 8, 2007, customers may obtain an initial or replacement password: (1) if
they come in persot to the Company’s busingss-office, produce a driver’s license, passport or
-other government-issued identification verifving their ideatity, and 'c{)_rr@_z:iiy answer certain
questions regarding their service and address; or (i) if they call a specified Company
telephiane fiumber from their telephone nuber of record, and then wait at that number until
a Company @g}msﬂ;‘mﬁv& calls them Back and obtaing correct dnswers to certain questions
reghrding their service and address.

19, Since December 8, 2007, the Company will notify custorers immedistely of cerfain
changes in their accourts that miay affect privacy or security matters.

a. The types of changes that require immediate notification include: (a) change or requost
for change of the customer’s password; {b) change or request for change of the
customer’s address of record; (¢} change or request for change of any significant element
of the costomer’s online account; and (d) & change or reguest for change to the
customer’s responses with respect fo the back-up means of authentication for lost or
fisiootien passwords.

4. The notice may be provided by: {a) a Company call or voicemail to the customer’s
iglephone number of regard; (b) a Company text message fo the customer’s telephone
smmber of record; or {e}-a written notice mailed to the customer’s address of record {to.
the customer’s prioraddress of record if the change includes a change in the customer’s
address of record),

¢ The notice must identify only the general type of change and must dof reveal the
changed Information.

d. The Company employee or agent serdmg the notice:must prepare and farnish to the
CPNI Compliante Officer a memoranduim containing: {4} the name, address of record,
and telephone number of record of the customer notified; (b} #-copy or the exact wording
of the text message, written nofice, telephone message or vaicemail message comptising
the notice; and {c) the date and time that the notice was sent,

20, “Since December 8, 2007, the Company must provide an initial sotice to law enforcement
and g subsequent notice to the customer If a security breach results in the disclosure of the
customer™s:CPNI to a third party without the customer”s authorization.

a, AL& $00n. % ;}mctmabie {smd m nQ event more thaﬁ seven L {iays} aﬁer zhe Cempany



intentionally gained access to, used or disclosed CPNI, the Company must provide.
eleetronic notification of ‘such breach to the United States Secret Service and to the
Federal Bureau ol Investigation via a central reporting facility accessed through a link
maintained by the FCC at hitp /fwww.foo gov/ eblepni.

21. Since December 8, 2007, the Company will provide customers with aceess to CPNI at s
retail locations i the customer presents a valid photo 1D and the valid photo 1D matches the
name on the agtount,.

22. Simce December 8, 2007, the Company takes reasonable measures to discover and protect
againgt activity that is indicative of pretexting including reduiring Company employees,
agents, independent contractors and joint venture partners to notify the CPNI Compliance
Officer immadiately by voice, volcematl or email of (&) any suspicidus or unusual call
requesting & ‘customer’s call detail information or other CPNI (including 2 call where the
.aaii_}'ier ﬁmxifghﬁs an incorrect password of incorTect answer to one or both of the “shared
secret” guestion-answer combinations); (b} any suspicious or unusual attempt by an
mémd&mi fo change a customer’s password or account information (including providing
inadequate or inappropriate identification or incorrect “siddress or record” “telephone
number of reécord” or ether significant service information); (c) any and all discovered
instances where access to the {Iﬁmpany 5 electronic files or databases containing passwords
or CPNI was denied due 10 the provision of incerrect logins and/or passwords; and {d) any
complaint by a customer of unauthorized or inappropriate use ot disclosure of his or her
CPNI. The CPNI Compliance Officer will request further information in writing, and
investigate or supervise the investigation of, any incident or group of incidents that
reasonably appear to entail pretexting.

IV. CPNI Compliance Officer

In addition 1¢ the specific matters raqmre«:? oy be reviewed and approved by the Company’s
CPNL Comgﬁzam& Officer, employees and agents, independent contractors and joint venture
parthers are strongly encouraged fo bring any amd all vther questions, issues or uncertainties
regarding the nse, disclosure, or gocess to CPNI 1o the sttention of the Company’s CPRI
'C@mpimme {}ﬁieet ?e:;r ag}pmpnate mw%zgamm review aﬁd gukda,s:xm The extent 'EO wmch

C Qmplianm {}ﬁﬁmw and mca_mved appmpmﬁ»@ .éﬁiﬁ&ﬁ@ﬁ i5 2 ngmi canszdcramn in any
digdiplinary action brought against the employee or agent for impermissible use, disclosure
or accesito CPNL

V, Disciplinary Procedures

The Company has dnformed Hs employees and agents, independent contractors and joint
ventire partivers that it considers compliance with the Communications Act and FCC Rules
regarding the use, disclosure, and access to CPNI o be very important.



Violation by Compiny #mployess or agents of such CPNI requirements will lead to
disciplinary -action {inclading remedial training, reprimands, unfavorable performance
reviews, probation, and termingion), depending upon the dircumstances of the violation
(including the severity of the violation, whether the violation was a first time or repeat
viglation, whether appropriate guidince was sought or received from the CPNI Compliance
Officer; and the extent to which the violation was or was not deliberate or malicious),

Violation by {fx}mgmﬂy independent contractors or joint venture partners of such CPNT
requirements will load to prompt disciplinary action {up to and including remedial training
and termingtion of the contract),



Exhibit 2
Loretto Communication Services, Inc
STATEMENT OF ACTIONS TAKEN AGAINST DATA BROKERS
A, During Calendar Year 2810, the Compiny has instituted the following proceeding, or filed
the following petitions, against data brokers before the Federal Contmunications
Commission:

NOGNE

B. During Calendar Year 2010, the Company has instituted the following procesding, or filed
the following petitions, against data brokers before the Tennessee Regulatory Authority.

NONE

. During Calendar Year 2010, the Company has instituted the following proceeding, or filed
the: fiaii@wmg petitions; against dafa brokers befisre the following federal or state courts:

MONE



Exhibit 3
Latetto-Communication Services, Ing

~ SUMMARY OF CUSTOMER COMPLAINTS
REGARDING UNAUTHORIZED RELEASE OF CPNI

A, Duting Calendar Year 2010, the Company has received the following nomber of customer
cdmpiﬁinw related to unauthorized access to, or disclosure of, CPNI due fo improper access
by Company emplovees:

CNoNE

B. During Calendar Year 2010, the Company has reveived the following number of customer
complaints related. to unanthorized access to, or disclosure of €PNI due i improper
NONE

C. During Calendar Year 2010, the Company has received the following sumber of customer
complaints velated to unatithorized access 1o, or disclosure of, CPNI due to improper access
1o online information by individuals not authorized to view the information:

NONE

D, During Calendar Year 2019, the Company has become aware of the following processes that
pretexters are using to-attempt fo access its CPNL



